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Abstract

Mix networks have now advanced to a level where they can compete in
the domain of low-latency anonymous communication, owing to their "strong"
anonymity design advantage. However, a few bottlenecks still exist, primarily
because users are required to select the complete message path. This char-
acteristic of mix networks hinders the implementation of load balancing and
necessitates the use of an extensive shared database. To address this issue,
we introduce Scalix, which presents a new topology featuring load balancers,
modified path selection, and a mix package based on identity-based encryp-
tion and attribute-based encryption. Additionally, Scalix can serve as an
anonymous return channel with minimal modifications.

Keywords: identity-based cryptography, attribute-based cryptography, mix
network, anonymity

1 Introduction

When we talk about secure communication, we often mean encrypting messages
with a cryptographic method to protect sensitive information. But communication
also involves metadata, which can be valuable to observers. Metadata is information
about the communication itself, such as who sent it, when it was sent, and where
it was sent from. In this work, we focus on protecting the identities of the parties
involved in communication by providing anonymity through a mix network.

The most well-known tool for anonymous communication is Tor [10], which
uses onion routing to provide low-latency anonymous communication. However,
this system only provides anonymity when the adversary can only observe a part
of the system and not the entire network. If the messages go through servers that
are not observed, the communication will be anonymous. VPN services are another
popular solution, but they provide only superficial anonymity that hides the user’s
IP address, geolocation, and identity from requested sites and the ISP.
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For anonymity against a strong adversary that can observe the entire network,
mix-based architectures are the best choice. Such architectures are useful in appli-
cations like voting, exam and assessment systems [14, 18, 13]. A mix network is
a system that includes multiple stages of mixes, where every stage receives multi-
ple messages, performs some cryptographic transformation for each message, and
permutes them. After every mix, tracking the path of the messages gets more com-
plex, achieving untraceability. However, mix networks used to have a trade off of
high latency in communication. This issue seems to be improving rapidly thanks
to Loopix [17], which is built on the Sphinx [7] mix format and can achieve low
latency in communication, narrowing the delay to milliseconds.

Despite the promising benchmarks for Loopix, we believe there are two bottle-
necks of the protocol. The first aspect involves load balancing among the nodes
in each stage, which relies on theoretical random generation. This approach can
lead to the possibility of an overloaded node if it is selected more frequently, or an
underloaded node if it is chosen less frequently. The system lacks control over this
outcome. The second is that the sender must pick the full path of the message,
which requires a shared database with information about every mix node and could
become costly to maintain with many mix nodes.

Our protocol addresses these issues by applying identity-based cryptography
(IBC) and attribute-based cryptography (ABC) methods. In IBC, the public key
is a known identifier string of an entity, such as an email address or phone number.
ABC holds similar novelties but with even more flexible keys, allowing fine-grained
cryptographic access control. Despite using IBC, our protocol allows the use-case
as an anonymous return channel, enabling senders to communicate with a receiver
in a way that the receiver will not know the sender’s identity but can still reply to
the messages. For more details, we refer to Golle and Jakobsson [11].

Our architecture aims to provide low-latency anonymous communication for
users against adversaries who can monitor the entire network. We also aim to im-
prove efficient scalability with reduced data sharing and avoid possible bottlenecks
by implementing load balancers in the system. Our goal is to keep all the anonymity
properties of Loopix. The sender-receiver third-party unlinkability ensures that it
is impossible for an adversary to connect the honest sender of a message to its hon-
est receiver. Sender online unobservability means that an adversary can’t decide
if an online honest sender is communicating with any receiver or not. Meanwhile,
receiver unobservability means the inability of an adversary to decide if any sender
is communicating with a specific online or offline honest receiver.

The rest of the paper is organized as follows. Section 2 introduces the core
building blocks of our system, which are identity-based cryptography and attribute-
based cryptography, and presents the main idea of mix networks. The related work
is found in Section 3, which mainly focuses on Loopix, a mix network that provided
a good foundation for our system. Section 4 presents the details of our construction,
and finally, Section 5 concludes the paper.
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2 Preliminaries

2.1 Mix network

Mix networks are designed to provide strong anonymity for communicating parties
by performing multistage cryptographic transformations and permutations on mes-
sages called mixing. This mix operation changes the appearance of messages and
their order of transmission, making it difficult for even a strong adversary who can
observe all communications in the network to trace messages.

The first mixnet was created by Chaum [6], using a single cascade of nmix nodes
where each message was sealed multiple times, addressing each mix node and the
receiver of the communication. While this system was able to provide anonymous
emailing for those who prioritize anonymity, it suffered from high latency due to
the required permutation on each node and the need to wait for a batch of mes-
sages before forwarding them. Additionally, the design was disadvantageous since
a single malfunctioning node could cause the entire service to stop working. These
shortcomings led to the emergence of other anonymity protocols like Tor [10], which
provided low-latency with slightly weaker anonymity.

However, recent research has made mixnets more promising. There have been
advancements in latency and fault tolerance, with different types of topologies and
mix strategies. Stratified topology is the most widespread topology used in mixnet
research due to its scalability and fault tolerance. As Figure 1 shows, it is organized
into layers where nodes communicate with the nodes in the next layer, allowing
horizontal scaling of the system if message traffic requires it. Diaz, Murdoch, and
Troncoso’s work [9] provides a clear analysis of mixnet topologies and suggests
that stratified and restricted stratified topologies are the best choices for balancing
anonymity and latency tradeoffs.

Figure 1: Stratified topology
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The other area of mixnet research is mix strategies for nodes. There are various
approaches to this topic, including the use of a message threshold, which requires
nodes to wait until they receive a certain number of messages before forwarding
them. However, this approach may not be suitable for low-latency networks as
it could result in bottlenecks if nodes do not receive enough messages in time.
Another approach, which had practical use too [21], is the message pool, which
requires nodes to wait until they have a certain number of messages in their pool
before performing permutation and then with a certain probability forwarding them
to the next node. This could also lead to high latency if a message is unlucky
and doesn’t get forwarded. There are other ways to perform mixing [16], but the
Stop and Go strategy [15] is the most promising for low-latency mix networks.
In this strategy, the sender determines the amount of delay for each mix node
before releasing the message, ensuring low-latency while still providing anonymity.
However, if a node receives only one message, it won’t strengthen anonymity. This
issue can be addressed by using cover messages in the correct manner.

Overall, mix networks continue to evolve and improve, with new advancements
being made in both topology and mix strategies.

2.2 Identity-based Cryptography

The original concept behind IBC was coined by Shamir in 1984 [20], who man-
aged to build an identity-based signature scheme based on factorization. However,
identity-based encryption (IBE) remained an unsolved problem until Boneh, and
Franklin created their pairing-based scheme in 2001 [4], providing feasible perfor-
mance for practical use.

The uniqueness of IBC lies in the fact that its public key is a string that iden-
tifies an entity in a particular domain. One may think about an email address, a
username, or a phone number. This novelty directly connects with the core idea
of the IBC, which was to simplify certificate management and eliminate the need
for certification authorities. In the public key infrastructure scenario, public keys
and user identities are bound together with certificates. With IBC, however, there
is no need for such certificates since the public key corresponds directly to the user
identity.

Furthermore, the public key may contain more information than just the identity
of the user. This extension of the public key with domain-specific data enables a
wide spectrum of advanced use cases where fine-grained access control is necessary.

Since this protocol family eliminates the need for certification authorities, it
requires a trusted third party responsible for the user key generation, called the
private key generator (PKG). The PKG responds to every extraction request based
on the user identity, system parameters, and the master secret. Typically, in the
IBC model, only the PKG knows the master secret. Otherwise, all user’s private
keys would be in danger. A reference implementation in C and WebAssembly can
be found in [22].
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2.3 Attribute-based cryptography

Attribute-based cryptography (ABC) is an extension of the idea of fuzzy identity-
based cryptography [19] that provides a solution for fine-grained access control
through the use of access structures. These structures allow the use of logical
operators between attributes to define the authorization policy, such as (("Public
Corruption Office" AND ("Knoxville" OR "San Francisco")) OR (management-
level > 5) OR "Name: Charlie Eppes"). ABC allows the targeting of a specific
group of people with cryptographic access policies.

There are two types of ABC schemes: key-policy [12], in which the policy is
associated with the user’s secret keys and the ciphertexts with sets of descriptive
attributes, and ciphertext-policy [3], in which the secret key is associated with
sets of descriptive attributes and the ciphers with the policies. Ciphertext-policy
provides the encryptor with control over who can access the data, while key-policy
requires the encryptor to trust that the key-issuer has issued appropriate keys.

ABC also solves the problem of the encryptor not knowing the exact identities of
all the people who should access the data. With ciphertext-policy attribute-based
encryption, identities that the encryptor knows can be included, and the rest of the
permitted people can be given by the attribute policy.

The key generation for ABC is similar to that of identity-based cryptography.
As it can be seen on Figure 2, a trusted central authority creates decryption keys
for users using a master secret key and additional descriptive information. With
these keys, users can decrypt the ciphertexts if their attributes satisfy the policy
associated with the ciphertext.

Figure 2: Ciphertext-policy attribute-based encryption
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Multi-authority attribute-based encryption
Traditional attribute-based cryptography suffers from several flaws when it comes
to the design of a single attribute authority. This can cause a bottleneck in terms
of performance, as a single authority has to provide service to all the requests.
Additionally, having a single authority creates a security risk, as one trusted party
is responsible for all decryption key generation, which leads to the key escrow
problem and requires a lot of trust.

To address these issues, Chase introduced a solution, multi-authority attribute-
based encryption (MA-ABE) [5]. This concept allows for distributed management
of attributes with independent authorities, and any number of authorities can be
utilized, even if some of them are corrupt.

By increasing the number of authorities, the performance issue can be resolved
since they can operate simultaneously, as depicted in Figure 3. Moreover, if the
authorities are covering different parts of the attribute universe, the security will be
increased, as the attributes are managed in a distributed way between authorities.

Figure 3: Multi-authority ciphertext-policy attribute-based encryption

3 Related work

3.1 Loopix
Loopix [17] is an academic mixnet that focuses on improving low-latency mix net-
works. It introduces several innovative features that, when combined, result in a
low-latency solution for mix networks.

Loopix is built on a stratified topology, which includes a new entity called
Provider. The idea of Providers comes from real-world messaging, where service
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providers act as intermediaries between end-users. Similarly, all messages in Loopix
go through Providers, which also act as storage for messages when end-users are
offline. Providers are in a long-term relationship with users, and one provider can
serve multiple users. The Provider layer is in connection with all the mix nodes
from the first and the last layer to send and receive messages. The topology of
Loopix can be seen in Figure 4.

Figure 4: Loopix’s topology

Mix networks’ security and the latency of their messages are strongly linked, as
all mix strategies depend on the number of messages flowing through the system.
Loopix generates cover traffic to ensure message delivery and prevent bottlenecks
of mix strategies. It includes three categories of cover traffic.

First, we need to understand how the message sending works in the system.
When a user wants to send an anonymous message, they must place it into a buffer.
The system periodically checks this buffer and sends any message it contains. If
the buffer is empty, the system generates the first category of cover traffic and
sends it to the user’s Provider. This cover traffic looks like a real message, so
it goes through the mixnet to a random Provider, which then discards it. With
this periodic message and cover traffic, the system hides the information when
the users are communicating, as real messages and this type of cover traffic are
indistinguishable.

Users also send a second type of cover message that loops back to them, specify-
ing themselves as the recipient. This category of messages provides cover for users
when they receive real messages.

Finally, each mix node injects its own loop cover traffic that goes through the
system to a random Provider and back to the mix node itself.

With these guaranteed messages, Loopix can use a simplified form of the Stop
and Go mix strategy, which greatly contributes to low-latency communication. It
is called Poisson mix, named after the fact that users and mixes send messages and
cover traffic according to a Poisson process. Additionally, messages are indepen-
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dently delayed using an exponential distribution. These factors make the system
modelable in steady states with a Poisson distribution, allowing us to calculate the
number of messages mixed together at any time.

With these innovations and the goal of achieving low-latency mix networks,
Loopix has influenced multiple current mixnet solutions, such as Katzenpost [2],
Nym [8], and Scalix (our system).

4 Scalix

Many mixnet protocols rely on maintaining a database of information about mix
nodes, which allows message senders to select the route of their message. However,
as the number of mix nodes scales, the size of the database required to store this
information also increases, making it more costly to maintain. Additionally, scaling
the number of users results in more queries on this database, making maintenance
even more challenging and expensive. To address this issue, our model utilizes
identity-based (IB) and attribute-based (AB) methods to provide a solution.

4.1 Topology

Loopix gave us many great ideas and a working low-latency mixnet. Our aim was
to build upon this existing solution and extend it with our ideas. As seen in Figure
5 scalix’s topology is similar to that of Loopix. However, we included load balancers
(marked as AA + LB) between each layer of mix nodes, to guarantee the proper
distribution of messages between mix nodes herewith maximizing the permeability.

Figure 5: Scalix’s topology

Attribute authority and load balancer nodes

Figure 5 depicts nodes labeled as AA + LB between each mix layer, which serve
two purposes in the system - attribute authority (AA) and load balancer (LB).
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In our system, users target the AA+LB nodes instead of individual mix nodes
to determine the path through which their packets will be mixed. This ensures
that packets always pass through an AA+LB node before entering the mix layer,
which is responsible for selecting the mix node to receive the packet based on load
balancing methodologies.

The attribute authority functionality of these nodes serves a security purpose by
allowing the use of decryption keys as single-use keys with minimal computation and
without sharing unnecessary information with the encryptor user. To accomplish
this, the attribute authority generates the single-use part of the decryptor key and
sends it to the selected mix node. Consequently, even if the encryptor targets a
whole layer of mix nodes with their encryption, only the mix node selected by
the AA + LB node can perform the mix operation. Further details on how this
mechanism works are available in section 4.2.

Providers

The providers, which are the final layer of the mix network before the users, have
similar functions as those defined in Loopix [17], and we have not introduced any
new services to these entities.

4.2 ABE requirements

In our protocol, we utilize ABE that supports multiple authorities, constant-size
ciphertext, and user revocation.

The use of multiple authorities aims to reduce the trust placed on any single
authority while improving the system’s overall performance.

The constant-size ciphertext is crucial for ensuring that packets are of the same
size at all points in their path and indistinguishable from other packets in the mix
network.

The requirement for user revocation is closely linked to the load balancer’s role
in selecting the mix node for a particular layer. If every mix node in a layer can
perform the mix operation, the packet may be vulnerable. However, by incorporat-
ing the concept of single-use keys into user revocation, we can target an unknown
node.

Encrypt to an unknown target in a group

Figure 6 illustrates how this concept works in our system. Each node has a long-
term attribute, attrlayer, which specifies the layer to which it is assigned upon
registration, as well as a single-use attribute, attrsingle, that is active for only one
decryption of a specific packet and is revoked instantly.

When a message sender creates a packet, he encrypts it with a policy that
requires both attributes. This ensures that even if the packet is leaked, it cannot
be decrypted because no one satisfies the attrsingle part of the policy.
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Once the packet is created, it is sent to the AA+LB, which selects a mix node
and assigns the attrsingle to it. After the mix node completes its work, the attribute
is revoked.

Figure 6: Encrypt to an unknown target in a group

To implement this concept in practice, we use the scheme proposed by Zhang
et al. [23], which satisfies the requirements of multiple authorities, constant-size
ciphertext, and user revocation.

In the scheme U denotes the set of all attributes. During the setup phase of
the scheme, an injective τ encoding is chosen, which sends each of the m attributes
at ∈ U onto an element τ(at) = x ∈ Z∗p. In the proposed use of the scheme,
the attribute authorities would generate decryption keys using τ as the attribute’s
encoding function, since the documents are encrypted using that. Then, when a
user gets revoked, they change the encoding function to τ ′ and create an update
key, with which the ciphertexts and the decryption keys of the non revoked users
can be updated.

In our case, the default τ is used only for the encryption and for the attrlayer
decryption key part generation. This way, the encryptors can encrypt targeting a
specific layer, but no one can decrypt, since attrsingle is not generated using τ .

As mentioned earlier, an AA + LB node decides which mix node gets the en-
crypted packet in our system. Since this node handles the layer’s single-use at-
tribute, which should be included in the encryption phase, it can compute to a
τ ′ encoding function the update key, update the packet, and send out the corre-
sponding decryption key part to the picked mix node. After this, the AA + LB
node should choose a different encoding function to protect the next packet from
the recently selected mix node, operating with single-use keys, which means instant
user revocation.
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4.3 Packet
Requirements

We have set the following requirements for our packet design to fulfil.

• Secrecy : During the mixing process, packets should only reveal the informa-
tion necessary for each layer, in order to prevent malicious mix nodes from
gaining access to extra information. This helps to ensure anonymity and
protection against malicious nodes.

• Indistinguishability : To prevent adversaries from tracking the route of mes-
sages, packets in the network should appear random and maintain a consistent
length throughout their journey.

• Infinite loop resistance: If the number of hops is not limited, adversaries could
flood the network with messages, causing significant delays or even preventing
the system from operating. Therefore, limiting the path length is necessary
to prevent such attacks.

• Support for flags: The packet must be designed to provide information to
nodes that can aid their operation or enable additional features, such as drop
flags that enable the use of cover traffic.

• Expandability : "The packet should also be expandable to accommodate addi-
tional information that may be required for future features, without requiring
changes to the packet building method.

Notations

Since our method of encrypting to an unknown target is based on ABE, to under-
stand the construction of the packet, first we will introduce the encryption function
and its notations from [23].

To encrypt a message M the sender sets an access policy, which in our case
as introduced in Section 4.2 is the necessity of the layer attribute and the single-
use attribute. The layer attribute should be identical for every node, with distinct
value for each layer. On the other hand, the single-use attribute must be a different
attribute for each layer. This way one layer’s AA + LB node can only generate
the decryption key part for the intended layer (for the single-use attribute of that
layer).

With encryption, we always target one layer. In our case, two AAs handle the
decryption key. Let IAA be the set of these two AAs, and aid ∈ IAA represent
any of the AAs. Additionally, let G and GT denote two multiplicative groups with
the same prime order p. The value vaid ∈ GT is introduced in the global public
key of the protocol. Aaid ∈ Z∗p are chosen randomly by the central authority,
and the set of these values forms the global master secret key. AA aid randomly
selects Baid, Yaid ∈ Z∗p, which serve as the local master secret key for AA aid.
(In the referred paper, Aaid, Baid, Yaid are denoted as αaid, βaid, γaid, respectively.
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However, we have changed the notations here to avoid any potential confusion or
collisions.) naid denotes the upper bound of the size of allowed decryption policy
for AA aid, and in this setup, Daid should consist of only one element from Z∗p,
therefore Daid = {daid,1} and naid = 2 in our case. Similarly, Said should also be a
set with only one attribute, resulting in said = 1. In addition, the notation Daid,i

represents the set {daid,1, daid,2, ..., daid,i}. Finally, h is a generator element of G,
and uaid ∈ G represents a public key component of aid.

Important to mention that the encryption supports threshold access structure
too, but in our case that property is not needed. Therefore taid should be the same
value as said (which is 1 in our case).

The sender picks a random κ ∈ Z∗p and can perform the encryption which’s
result should be the following for aid ∈ IAA:

CT =


C =M

∏
aid∈IAA

vκaid

C1,aid = h
κ·Aaid

Baid
·X

C2,aid = u−κaid
where

X = (Yaid + τ(at))(Yaid + daid,1) and at ∈ Said.
The notations of the packet are the following.
Let l be the number of mix nodes that a Scalix mix message will traverse before

delivered to the receiver.
Let CHi be the ciphertext parts denoted as C1,aid and C2,aid after attribute-

based encryption for the ith layer.
Hi is the mixing header for the ith layer.
Let n be the size of CHi and m be the size of Hi for i ∈ 1, 2, ..., l.
Let r = (l − 1) · n and s = (l − 1) ·m.
Our system also uses two hash functions to produce a packet:

• h1 : GT → {0, 1}r{0}n

• h2 : GT → {0, 1}l·m

We are using identity-based encryption (IBE), multi-authority ciphertext-policy
attribute-based encryption (MA-ABE) and Advanced Encryption Standard (AES)
as building blocks of our system.

M denotes a plaintext for each occurrence. Let EIB(ID,M) denote the en-
cryption method of the IBE scheme, where ID is a public key. EAB(ATTR,M) is
the encryption method of the MA-ABE with constant-size ciphertexts [23], where
ATTR is the access policy (The constant-size ciphertext is an important property,
so the packets will be indistinguishable by their size). Finally, EAES(K,M) denotes
an AES encryption with the key K.

The most common access policy notations are in the form of Li which is a policy
that contains a specific layer and a single-use attribute. R is the receiver’s identity
and PR is the receiver’s provider’s identity.
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Building a packet

Our packets are built in an onion structure, where each layer only reveals the
information necessary for the node to perform the mix operation.

The necessary data to perform a mix are the amount of delay, the address
where to forward the packet and the drop flag. We made it possible with the use
of ABE and XOR cipher. The packet is built from three parts, the header, the
cipherheader and the body. The header holds all the mix information listed above,
the cipherheader has the CHi part of the ABE cipher and the body is the rest of
the ABE cipher.

Figure 7: The construction of the Scalix packet for two mix layers

Figure 7 presents how our packet is built for the layers that it will traverse
through. The core (0th) layer is for the receiver’s provider, so it does not hold any
mix information.

γ0 = EAES(K,M)||EIB(R,K)||EIB(PR, R)
β0 = {0, 1}l·n random bits
α0 = {0, 1}(l·m)−1 random bits, and the last bit is the drop flag.
For each i ∈ {1, 2, ..., l}:
γi = EAB(Li, γi−1) \ CHi−1
βi = βi−1[n..l·n]||CHi−1 ⊕ h1(γi−1)
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αi = αi−1[m..l·m]||Hi ⊕ h2(γi−1)
How this construction keeps the information secure and reveals only for the

right layer will be discussed more in Section 4.4.
The size of our packet is constant. This is possible by using constant-size ci-

phertext ABE, which makes the body part (γi) the same size every time and also
the cipherheader fragments (CHi). Since the mix information is the same for every
layer, the size of it is easy to be standardized and make it constant in the system.
In addition, since the number of mixes are set by the system to l, and now we know
all the fragments are constant, n and m bits for CHi and Hi respectively. βi and
αi can be set to a constant size of l · n and l ·m respectively.

The path length cannot be more than l. Since αi is l ·m bits long and every time
a new layer is added to the packet, we cut the first m bits of the header and then
we concatenate the new part, after l steps we will start to cut useful information,
keeping the path lenght l, just making it unable to reach its intended destination.

Also, since the information the header holds is defined by the system and the
only requirement is that it be standardized with constant size m, it also gives the
option of easy expansion making it flexible for future features if needed.

4.4 Mix operation

During the mixing operation, a mix node can only extract the intended information
and no more. As a result, dishonest mix nodes are unable to compromise the
anonymity of the system as long as there is at least one honest mix node present.

Our system uses the Poisson mix strategy defined in the paper of Loopix [17].
The layer’s extraction operation works as shown on Figure 8.

If a received packet is not of uniform length, it indicates that the previous
mix node did not follow the mixing method. In such cases, the packet should be
discarded.

For each i ∈ {l, l−1, ..., 1}, assuming the node is authorized for decryption (the
attributes are correct):

The mix node finds at the end of βi the CHi−1 part of the ABE cipher. Using
CHi−1 and γi it can perform a decryption, receiving γi−1.

Once it obtained γi−1 it should XOR βi with h1(γi−1). Then the result will be
right shifted with n bits to throw away the used CHi−1 and concatenate it to n
random bits, to keep it the same size. At the end of this sequence it will receive
βi−1.

To acquire Hi, the mix node will XOR αi with h2(γi−1). The last m bits of the
result is Hi. After that it should right shift the result of the XOR with m bits and
concatenate it to m random bits. Once its done, the result is αi−1.

At the end it should just wait for the amount of the delay and after that forward
the result to AA+ LBi−1.

In the case when the node is not authorized for decryption, it cannot perform
the attribute-based decryption, therefore can’t obtain any information. This also
protects the inner layers from the current mix node.
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Figure 8: The mix operation of the Scalix packet

4.5 Mixnet as reusable anonymous return channel

We have mentioned that one of our goals is to support the use of our system as
a reusable anonymous return channel, which allows the recipients of anonymous
messages to send anonymous replies without knowing who they are replying to.
This provides complete anonymity to the sender. A mix network solution for this
purpose was proposed by Golle and Jakobsson in [11]. In order to offer this service
in our system, we need to modify the content of the core of the packet body.

The original was: γ0 = EAES(K,M)||EIB(R,K)||EIB(PR, R)
Let S be the notation of the sender’s ID and PS is the sender’s provider’s ID.
If the core of the body part is
γ0 = EAES(K,M)||EIB(R,K)||EIB(PR, R)||EIB(S,K)||EIB(PS , S)||EAES(K,PS),

and the rest of the packet building and the mixing operation stays the same, Scalix
will function as a reusable anonymous return channel.

If the receiver wants to reply, he will encrypt his message with the received
K encryption key and attach EIB(S,K)||EIB(PS , S) to it which were included in
γ0. This way building the original part of a mix packet. γ0 also includes the AES
encryption of PS , which has to be included in the packet header to be routed to the
correct provider, since a provider gives service to multiple users, this won’t break
the anonymity of the sender. The rest of the construction is the same as explained
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earlier.
Assuming the IBE used is secure, it is not possible to decrypt S without the

provider’s decryption key. When the receiver of γ0 obtains PS , it narrows down the
set of possible senders. However, since every provider serves multiple senders and
the system is designed such that each user sends messages periodically and receives
cover messages, the sender can remain anonymous.

4.6 Proof of security

Given that our architecture is based on Loopix, our aim is to achieve similar secu-
rity properties against the same threat model. Specifically, our goal is to prevent
adversaries from compromising the anonymity of the communicating parties by
attempting to link message senders with the correct receivers.

To achieve their objective, adversaries are capable of observing all traffic within
the network. Some may also compromise AA+LB nodes or mix nodes or providers,
allowing them to take full control. Furthermore, some adversaries are able to par-
ticipate as a compromised sender or receiver.

Since our mix strategy is the same as that used in Loopix, for security analysis
we refer to [17]. However, our topology includes a group of nodes called AA+LB,
which requires additional security evaluation.

In terms of packet security, we are partially following the principles outlined
in Sphinx [7], which include correctness, integrity, and security. We have excluded
wrap-resistance, as we believe that it is not a useful property for mix networks,
since the adversary is already capable of monitoring the entire network and will
therefore not perform a wrapping attack.

AA+ LB nodes

If the AA + LB node is compromised, it can be subject to three possible attacks:
forwarding messages improperly, ceasing to forward any messages, or attempting
to read or modify the packet.

In the first scenario, if the AA+ LB node is compromised, it will not function
properly as a load balancer and will select certain packets to not be forwarded in a
balanced way. However, due to our usage of the Poisson mix strategy, the system
can be modeled in its steady states with a Poisson distribution. This allows us to
calculate the number of messages that are mixed together at any given time. As
a result, mix nodes can establish a range for the number of messages that they
expect to receive. If the number of received messages is not within this range, they
can report the AA + LB node, and the service provider can take steps to fix the
malicious node.

In our current topology, if an AA+LB node stops forwarding messages, it could
create a bottleneck in the system since these nodes represent a single point of failure.
Consequently, any messages routed through the malfunctioning node would not be
delivered. However, we use multi-authority attribute-based encryption, which can
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be combined with distributed load balancing techniques. This way the AA + LB
would act as a distributed system, eliminating the risk of a single point of failure.

In the third attack, the malicious AA+ LB node would act as an honest node
while attempting to extract as much information from the packet as possible. How-
ever, in the normal case, this node is weaker than a malicious mix node because it
cannot decrypt the attribute-based cipher and, therefore, has no means of gathering
or altering information. Let’s assume that the malicious AA+LB node manages to
obtain a decryption key, which allows it to access the information intended for that
layer’s mix node. With this, the node could potentially modify the delay informa-
tion or the forward address of the packet. However, changing the forward address
would be ineffective since it would be received by a layer that cannot decrypt the
attribute-based encryption part and therefore cannot forward the packet. On the
other hand, modifying or reading the delay information could allow the adversary
to track the packet for one hop. Nonetheless, as proven in [17], a single honest
Poisson mix provides a measure of sender-receiver unlinkability.

The AA + LB node is subject to overload attacks as well. Nevertheless, our
system does not restrict the AA+LB node to a single server. A potential solution
is to distribute the ABE protocol’s parameters and keys across multiple servers and
utilize a dynamic distributed cooperative load balancing algorithm. This approach
can help mitigate the impact of the attack. In a cooperative load balancing algo-
rithm, the servers work together collaboratively to balance the load. They share
information and cooperate in the decision-making process to ensure an optimal dis-
tribution of workload. This can involve exchanging data about server capacities,
current loads, and performance metrics [1].

Correctness

It is evident that our system works correctly if there is no adversary and all the
entities are honest. That is, all the AA+LB nodes produces the correct decryption
key parts and forwards the packets to the mix nodes, which processes the packet
correctly and finally the correct message is sent to the correct receiver.

Integrity

Our system has a predetermined maximum number of layers that a mix packet
can travel through during its path, which is set during the setup. As detailed in
Section 4.3, if an adversary attempts to create a longer path by adding more layers,
information loss will occur in the header and cipherheader parts of the packet. This
causes the length to remain at the maximum amount, but results in the message
being lost and the final destination being changed with each additional layer added.

Sender-receiver third-party unlinkability, sender and receiver unobserv-
ability and mix security

The proofs of sender-receiver third-party unlinkability, the sender and receiver un-
observability and mix security are based on the fact that our system is utilizing
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Poisson mix and employing the same cover message strategies as described in [17].
As the proofs of these properties are already given in the paper of Loopix, we refer
to the description provided there.

Message Indistinguishability

If we assume that the MA-ABE scheme used in our system is secure (meaning that
an adversary without the private key cannot perform decryption), any attempt to
extract useful information from a packet would be futile. This is because the infor-
mation is hidden and even the number of hops traveled by the packet is concealed,
since the packet size remains consistent and the bits appear random to any inspec-
tor. Moreover, since all packets are designed to have the same size, it is impossible
to distinguish a real message from a cover message.

5 Conclusion
In this paper, we have introduced a mix network that incorporates practical load
balancing and significantly reduces the size of the shared database of node informa-
tion. We have utilized identity-based and attribute-based encryption as effective
tools to achieve these objectives. These encryption methods have been particularly
useful in scenarios where we need to encrypt to entities whose identity we know as
well as entities whose participation in the communication process is uncertain. Our
solution is also unique in this field of cryptography as it provides an identity-based
mix network that can be utilized as a reusable anonymous return channel, thus
bridging a gap in this cryptographic family.
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